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HBIRED TR

R ERE 2 EN T 2 FIHZU MR L £3, (ES 2~ v Tod by T
ER

RE<T WindowsServer Mutillidaell Kali-Linux
0S Windows Server Linux Linux

2008 R2 AR (Cent0S 8) (Debian R—R)
KRR M victim08 mutillidae kali

IP7FLX | 192.168.33.8/24 192.168.33.10/24 | 192.168. 33.13/24

&Z fESEEF v o> | Hfi5Web 7T & RAbL—Y3 >
V—ILDEE YV—ILDEE TR ME

Thovk Administrator admin kali

INATT—F P@sswOrd admin kali

Kt v 7 v 7FEIZ., Linux *° Windows O{ER D 2FRETE 3 /52 WRIC L TERK
LTHhYTT, AHEARDNIE, BHRELCEY FT v 7%{ToTLE I 0,



A4/ 1. VirtualBox DA > X b —JL

1EZ£1. Virtual Box 4 > X k—JL

1. VirtualBox @ platform packages & Extension Pack DA X7 > a— KR L £ 9,
https://www. virtualbox. org/wiki/Downloads
{1 -
platform packages: VirtualBox—6.1.12-139181-Win. exe
Extension Pack: Oracle_VM_VirtualBox_Extension_Pack-6.1.12. vbox—extpack

2. Oracle VirtualBox &, BEEERTEDEF A > A b—IL L X,

_ 3. VirtualBox =28 L. LT OFIET, HihakERE(Extension Pack)& A R b —JL L £
ER

T AL > BEBHRE > #EEEE, WEH LSy S —TFEm

A'r9> 00— K L1= Extension Pack &R ZHE5E.

4. BEIZoIIBRESHLET,

B2 Ry hT— R
_ 1. LUFTOFIET NatNetwork ZfRE L /- IZER LT, TORESR Y F T =23t v
Ty TREIICERLET,
= JTFAI > BIERE > #y bO—0

- LLWNAT Ry b O—S FBMLETS,
- BRI L NAT Ry R D — 9 2REL T,

# NAT 7y +7-73548 ? X

FyRD—DERMIEE
FuhI—24(N): | NatNetwork
#y+7—2 GIDR: |192.168.33.0/24
RybI=547 V3 [] pHop@H#H—F
[ wvstfi— b
IPv6T 22 )L ML= PO N34 R

=740 —F42(P)

st
v b7 —% 4 NatNetwork
*v k—% CIDR: 192.168.33.0/24
Y bID—=9F4 T 3> O DHCP dHHR— bk



https://www.virtualbox.org/wiki/Downloads

2. LUTDOFIET Host-Only Ethernet Adapter ZiRE £ /- 1Z/FR L £3, ZDIRIER v
f7— I EBRICERLES,
s IF7AIL > RRAMRY FIT—=9 31—V v —, EFONRT s (F=EEKR)
THETA— > @7 T2 —%FHTHE
IPvd 7 KLX: 192.168.33.20
IPv4d v kX% . 255.255.255.0
* DHOP H4—/\— > OY—/"—Z#F %1k —FIvIENT
- [EA]
& kR bwy R T-I TR

fEC)  BRER  JOFP)

il IPud PELA/NAYT  IPv6 PELANAY DHCP #-I¢
VirtualBox Host-Only Ethernet Adapt... 192.168.33.20/24 O &%

FHTE—(A) DHCP #—J{—(D)
O #—1—&RMLE

3. FIANORBYS YT A MK —EEELTHE LT,
- 7ML > BERE > —#)
CFIAILFORETS VTS —: EE (1 D:WirtualBox VMs)

#fm2. KaliLinux oty b7 v 7

EZEL.OVA 7 74 IL DA »ifi— b

1wy b Ty TFRY A LUFTOFIET Kali-Linuxova =4 Y R—FLET,
s TT7AN > RETITSATUADA viR— L, (BIFIEDOVA T 7A)L)
RBET TSATUADEKRTE (FTiL UM EIBEEEZEH)

A3, Mutillidae ll oty b7 v 7

fEEL OVA 7 7 A LD A »K— h

1l ey b Ty TRy A LUFOFIET Mutillidaell.ova =4 > R— bt L X,
D7 AII D> RET7TSATUADA oik— b, (BIFIEDOVA 7 74)L)
RBET TSATUADEKRTE (FTiL UM EIBEEEZEH)



*4m4. Windows Server 2008 R2 EEMfER Dty k7 v 7

Magatk %z Ml 2~ v e LCHET 30T, A2 TIH A=Y 3 v Windows % fifi
LEd, 74 v 2ndbhiE. 5RO Windows Server 2008 R2 T+t v + 7 v 7 X [FEEE
T

E2l. (OVA 7 7 AL %fE535E8) OVAZ 7 A LD A »iR— b
Y ITnELT, vy b T v 7iEHAD OVA 7 7 4 )+ WindowsServer.ova 28 E X T
WETH, BARFICIEAEMHE I CwE T, 74 v RBERATRHERS A, b
5D OVA 7 7 A MiFfEib T 72 & v, OVA 7 7 A L %3 2854, slmgr /rearm
THMARZ Y2y P LTOOHLTLEI W,
1wy b Ty TEY RS UTDOFNET WindowsServerova A iR— kL ET,
s D7AN D> RET7TSATUADA ViR—F, (BIFIED OVA 77 1)L)
- RBT7TSATURDETE (FTRUSNMIBEEEZFER)
_ 2. AVER—= PR ONISERIERIIRT TY,

{22, (OVA 7 7 A L& {FH 7 WEE) Windows Server 2008 R2 EEMik D v b7 v 7
1. LT v EEY . Windows Server 2008 R2 EEMARD ISO 7 7 A L&A AF L

x9,
https://www. microsoft. com/ ja—JP/download/details. aspx?id=11093

2. UToFIETHBREE~ S »2/E/HRL T,
-RETIY > iR
FBREIEARL—T A VI ORT A
£ 8i1: WindowsServer
IV TAINE— (BREE)
%4 7: Microsoft Windows
IN—< 32 Windows 2008 (64-bit)

AEY—H A4 X
(BXEfE)
- N—FKT1RY
(BXEfE)
cN—FRTARIDIT7ANEZAT
(BXEfE)
EBEN—FTARIIZHDBRL—D
(BXEfE)
- D74 ILDGREY A X
(BXEfE)

3. {RfB~ > WindowsServer Muse T, UTHHREL T,
CERE D> MO BE, YUy TR—FOHRE: WARA
CERE > RRL—Y, arvbtOo—5—: SATA - ZE,

KRZRSA T @O RERET 4 X9 DB/ K
Aooa—RKLT= 180 77 4 ILEER
CERE D> Y NT—2
By bD—HF7ET2—FME
BYHT: NATRY FO—2


https://www.microsoft.com/ja-JP/download/details.aspx?id=11093

281 NatNetwork

4. WindowsServer &2 &) L. Windows Server 2008 R2 iHfifrx &~ 7 v 7L £,
BEEEUNDERTEITLATO®EY ,
-RBEIN—F TRV ZER: (FooO0—FKLEISO774L)

A VAR M—=ILDIERE: FRA VA= (ARF L)
« INAJ— K P@sswOrd

YE2£3. VirtualBox Guest Additions ME& A

1. Guest Additions CD 4 X —> DA AXEL £,
» Oracle WM VirtualBox > T/8%4 X > Guest Additions CD 4 A —TDiEA

2. Guest Additions #E A L £7,
- D:¥VBoxWindowsAdditions. exe #%E1T, BIEENETETA >R b—Il,
- BECE)

YEZEL. AR TE
1. {rRA8< 3 > WindowsServer |2 Administrator TR Z'F > #. LUTFOFIBTHIEI#E R

KRRy EERLET,
-2y FIO—H DR, O—AhH) T TES TonTa,
A3 —%y k ORI =304

IP7RLR: 192.168. 33. 8
IRy FTRY: 255.255.255.0
TIAILE F—FrozA: 192.168. 33. 1
&5 DNS H—/3—: 1.1.1.1
X% DNS H—/\—: 8.8.8.8

*Windows 774 7+ —ILD{ERL,
Windows 274 7o+ —ILDOENIELEIETESIE
R—LFLEFHA (TFSAR=RK Ry T—5: |NZT B
NTYwy 2y kD=4 |NZT B
- JE—F TRV TEZHDIZTS
OUE—FTRY MY TZEZEFTLTNWSAVE2—F—DHD
BREFad 5,
- BEIEHETA— RN\ I ZEHMT D > FETERELTHERT S
Windows BENE#H > BFHTOT S LEER LA
Windows TS5 —%R&E >
LR—FZ2ZEET. COEIERISERTLELA
s AVEL—RBRERALVDAN > EE
aAVvEai—42—%: victim08
-5 CHIEERT S



_ 2. WEAERZ R 7 DERE|D

EHOEN) - F

ﬁi ¥ - -0EdI0RR
ARSI BN

RENR:

S =I—(A SA = HEEE 1 DL BEIRLE .

BT, EEHICWeb b—n—%BMNLET,

X

IRER:

Web H—/3- (0S5)

A —p2 [] Active Directory Faf2s H—F2

[ Active Directory 217 =3 #-£2,
= [ Active Direstory 51 bazd b Fo 1AM €2
SETER [ Active Di ectory SEOREH -2,

fiz

\_ Windows Server Update Services
[] Windows [ERAY —E2

L 70 =a =)=

L] awb=h AU —bPot2 -2
L 2vdiL #—€2

O e+ F2hbsT $-E2

L] ENRle Fpass b H-E2

<ine) [[Cane> |

|| Active Directory Rights Management ¥—F2

E: f‘ﬁfi ﬁ%g
& i)
’7 = 4}771%755"?'&"?

oAk | wesn |

T4Z7°l/40) BREUd: ITL

=loj x|
o RS g.‘lj

é\"'}, [@ - T - FoUBE.

ROTFTIOFEOLE: S5V
BIEOLOIE 1 -5 - T{ERATBA —JHRE T A7 LA OREERRL TR,
& TP A DEEES: =

L ERREQEED)
ZOFSOEEQRERETR)

_ 4 R REMIEEMMEL £,
gpedit. msc ET

aAVEA—2DOERK >Windows DBE > XU T4 DHEE

J)o— > IRRT—FORY) o—

3. BRA TS a v TARTLADEEATSHANEDICLET,
Ay kO—JLARIL D N—FKY 7 > EEA Ty

> T3 UREDRSE

> Thov kR

BRSOBEREBLIRVENHD/NNRT—F : EY

24V FOZEFHLS,
5 UToT7 ATy FEERLET,
ThHOY 4 victiml
INAT)— K ryougoku

—M&Z T ryogoku [Z LAWK S I

]net user /add victiml ryougoku

_ 6. FOMOFRTEEZE LTI (WHIERZ R 7N TWARWESE, [Windows] F—

+ [R], oobe TE4T),
- MBS R > a4 UERIC

CDO1EERERLEWL > FALS

«VirtualBox > T/NA R > HERZA4T > RELFSAIThbT4RIEHRE
s IHZRTA—S5—>AIt+T, 0> REAT D
O&FINTWBILEFIERT LA



{EZ£5. Chrome B A

1. LUFTDOFIET Internet Explorer @ TE+w ¥ 2 U 7 4 @b DR | #8% L £9,
Y—nN—Tx—¥— > X2 T 1188, > IE ESC DK, £TH+ 7

2. Internet Explorer Zi2& L. LUTD URL =z £9,
https://www. google. com/chrome/

_ 3. Chrome =X >aO—FL, AR —=F7—%FTLET,
4 A X —)L#IZ Chrome DBV -, FOEEFALET,

EE6. Y0 S TT 4 REA

1 T2 7740 ELZyO— R L, C¥lab 7+ L& — (fERX) (BB L £T,
721900-x64. exe (64 E v + x64)
https://sevenzip. osdn. jp/
sakura—-tag-v2. 4. 1-bui |d2849-ee8234f-Win32-Release-Instal ler. zip
https://github. com/sakura-editor/sakura/releases

2. UTFD77A4NT-ZipA VR M—=2)%2FTL. BIEETA X b—L LT,
721900-x64. exe

3. UTD774)% 7-Zip CEREAL XY,
sakura-tag-v2. 4. 1-bui 1d2849-ee8234f-Win32-Release-Instal ler. zip
B2 o > 1-1ip > ZZIZER

4. FEREINTZLULTOA VR =25 FTLET,
sakura_instal [2-4-1-2849-x86. exe

BINAR X9 DER
{2 TSAKURA Editor TRAK 1 * = a1—mEMN —~ZZEHZEE

5. YU 7T T4 X~D/2AEEELXT,
« [Windows] &— + [Pause] (FE7=I&[Windows]¥— + [R], sysdm. cpl 3E4T)
s DRATLDHEMERTE > FMERTE > BREZH
- A—H—RIEEH > iR
T4 PATH
ZHME: C:¥Program Files (x86)¥sakura
{EZET. Wireshark & A
1. ULFOURLA B, VR =5 —A2 KO- FLET,
https://www. wireshark. org/download. html

Windows Installer (64-bit)
Ao n0— K% C:¥lab

2. AV b= —%ERTLET,
Npcap 1.00 Setup - Installation Options
Ulnstall Npcap in WinPcap API-compatible Mode «— Fx w493


https://www.google.com/chrome/
https://sevenzip.osdn.jp/
https://github.com/sakura-editor/sakura/releases
https://www.wireshark.org/download.html

{E2£8. Cain & Abel A

_ 1

WindowsServer T Chrome #{#E> TUTO 7 74 )L%xE X7 O—K L, C¥lab 7

FILE—2ar—L£7,
ca_setup. exe

X Aov0—FEIJAv7ENEHDOT, UTOFIETERELES.
ETRT > BREBI77MILERE

o et e (BT T7- T R T
ZE, Chrore TOOWILELE, | T

AKRT7—hA T :
https://web. archive. org/web/20190603235413/http://www. oxid. it/downloads/
ca_setup. exe

2% .
https://web. archive. org/web/20190603235413if /http://www. oxid. it/cain. ht
ml

AVA =7 =PHRITAINTOEWNT EHFERLTT,

certutil -hashfile ca _setup. exe MD5
certutil —hashfile ca_setup. exe SHA1

Ny aiE
MD5 — EA2EF30C99ECECB1EDA9AA128631FF31
SHA1 - 82407EAF6437D6956F 63E85B28COEC6CAS8D298A

ca_setup.exe #EfTL. Cain & Abel Z#A4 > X b—IL L £ T,

WinPcap [Z Wireshark T4 > X b—JLEA LD T,
Z ZTl[Don' t Install]%ER

UTFTDOURLYSHAEAR 7 —FYU R ME2EEL £9,

lower. gz
https://download. openwal |. net/pub/wordl ists/languages/Japanese/

T AINE T-zip TRE L., £ L7z lowerlst 7 7 A LA TICaE—L, 774

N E=EBLET,
C:¥Lab¥lower. txt

Can ZRfTL. UTFTDFIBETRRT—=RKI Ty 7 DOERERE L F T,
Cracker 2 7 > LM & NTLM Hashes > []1Vv—JLR% > , Next
victiml A2 U w4 > Dictionary Attack > NTML Hashes

Dicrionary & &4 ') w4 > Add to List > C:¥Lab¥lower. txt, Start

IERERE. LUTOFIETHREXZ VY FLET,
Dictionary #8 &4 1) wv% > Reset initial file position



https://web.archive.org/web/20190603235413/http:/www.oxid.it/downloads/ca_setup.exe
https://web.archive.org/web/20190603235413/http:/www.oxid.it/downloads/ca_setup.exe
https://web.archive.org/web/20190603235413if_/http:/www.oxid.it/cain.html
https://web.archive.org/web/20190603235413if_/http:/www.oxid.it/cain.html
https://download.openwall.net/pub/wordlists/languages/Japanese/

Dictionary# &% ') v % > Remove All , Exit
victiml 5% 1) w4 > Remove All
Cain#&T

YEZ£9. B~ > > WindowsServer ~@ Snort & A

_ 1

UTo3774L0ax7A—FL, C¥lab 7+ X (ICaE—L£T,
Microsoft Visual C++ 2008 B4 mIgE/ N\ v — (x64)
veredist_x64. exe
https://www. microsoft. com/ ja—jp/download/details. aspx?id=15336
Snort_2_9_16_1_Instal ler. x64. exe https://www. snort. org/downloads
snortrules—snapshot-29161. tar. gz https://www. snort. org/downloads
¥ snortrules MA > O— KIZ(& Sign In ARE, 40— KF#&IZ logout %
BNTIZ, UTEHER,
Google Chrome ME{E >
EE) N IRNAV.AVEN
TS5A4N—EtvXa2) T4 > BEBRT—42 OHI

MWireshark EABICTER I 7AILIEA VA F—ILFEAEN, BREIZIELTE OV
ao—Fk,
Visual Studio 2015 @ Visual C++ BiEfmAlgE/ N v —

vc_redist. x64. exe

https://www. microsoft. com/ ja—jp/download/details. aspx?id=48145
Npcap 0.9997 installer

npcap-0. 9997. exe https://nmap. org/npcap/

LTFD2774VeFRTL. BEBOFFEFA A b—IILLET,
vcredist_x64. exe
Snort_2_9 16_1_Instal ler. x64. exe

XL TIE Wireshark & EBFICEBAFH, HDEICIELTS VA =L,
npcap-0. 9997. exe
vc_redist. x64. exe

UTo7 74 LVERER, B Eo/-tar 7 7/ LESISICERLET,
snortrules—snapshot-29161. tar. gz
Bo9Uwy, 1-lip > ZZIZER

snortrules—snapshot-29161. tar
B 1)wy, 1-Lip > T ZIZEH
HEEASTUTD2 D07 )X —%_ C¥Snort (CEEXaE— (e, BEfR)

LET,

preproc_rules
rules
XY 2 D(FaE—L7AL (etc, so_rulesZabE—L7%LY)

avwr Ry 7 b5 Snort BARERA LT,

cd ¥Snort¥bin
snort -V

ETHROH



https://www.microsoft.com/ja-jp/download/details.aspx?id=15336
https://www.snort.org/downloads
https://www.snort.org/downloads
https://www.microsoft.com/ja-jp/download/details.aspx?id=48145
https://nmap.org/npcap/

, —%> Snort! <x-

0" )~ Version 2.9.16. 1-WIN64 GRE (Build 140)

Y By Martin Roesch & The Snort Team: http://www. snort. org/contactftteam
Copyright (C) 2014-2020 Cisco and/or its affiliates. All rights reserved
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using PCRE version: 8.10 2010-06-25

Using ZLIB version: 1.2. 11

{EZ£10. Snort FRTE & BHERER

_ 1

B2 5 TF 4 X T C¥Snort¥etc¥snort.conf #BH=. BIEL £9°,

cd ¥Snort¥etc
sakura snort. conf

[C:¥Snort¥etc¥snort. conf]
MITBESEISETT, Y b7y TOBICE>THRETI7AMILORBLEDY .
TEENIETEHZELABHYFET,

ipvar HOME_NET 192.168. 33.0/24

- var RULE_PATH c:¥snort¥rules
var SO RULE PATH c:¥snort¥so rules
var PREPROC_RULE PATH c:¥snort¥preproc rules

- var WHITE LIST PATH c:¥snort¥rules
var BLACK_LIST_PATH c:¥snort¥rules

dynamicpreprocessor directory c:¥snort¥lib¥snort_dynamicpreprocessor
dynamicengine c:¥snort¥|ib¥snort_dynamicengine¥sf_engine.dl |
# dynamicdetection directory /usr/local/lib/snort_dynamicrules

# preprocessor normalize_ip4

# preprocessor normalize_tcp: ips ecn stream
# preprocessor normalize_icmp4

# preprocessor normalize_ip6

# preprocessor normalize_icmp6

output log unified2: filename ../../../snort/log/snort. log, |imit 128, nostamp

)
SeBRIZEEFIRYIC log/AMEN DD T, UNIX BDEX/ SRIEEANLE

LI—=T774)%3DMERLET,

cd ¥Snort

copy nul rules¥white_list.rules
copy nul rules¥black_list.rules
copy nul log¥snort. log

BIFRERRA DL —ILE/ERLL £95,

cd ¥Snort¥rules
sakura local. rules

10




[C:¥Snort¥rules¥local. rules]

. alert icmp any any —> any any (msg:“ICMP Testing Rule”; sid:1000001; rev:1;)

ENERESR D=0, I8~ > > WindowsServer @a;}’CL/(—FQEQE L9,
-RE D> RV ET—D
Ary D= 78 Ta—%FH
BYHT: IR A —THETH—
%ZHi: VirtualBox Host-Only Ethernet Adapter

ERNRORYy N )— A VR —T7 2 —XEFERL £,
¥Device¥NPF_... DHFHET 5 Index BEEEEZ 5,

cd ¥Snort¥bin
snort W

m 08:00:27:D9:F5:49  0000:0000:fe80:0000:0000:0000:f52¢c:9c64 ¥Device¥NPF_ {FDA2692A-6A7A-4
BCAAGOF-FFC15AFB01C7}  Intel (R) PRO/1000 MT Desktop Adapter

LEOHITIE Index BFEFIE 4 155,

avwy R7o0rv7 b5 Snort HEREL 9,
-i AT a3 THRETDIHEFIE. LEETEZT Index S5 (fl: 4)

snort —i 4 —c c:¥Snort¥etc¥snort. conf -A console -E

—hnAHNTESHL TS,

WARNING W REICH 54, EESATNIEERL THEDLELY,

A8~ > > Kali-Linux 75 ping 2] 5. ping A" SN2 R L £9,
Kali-Linux @2 —=XFILHh i -

ping 192.168.33.8

WindowsServer ®da< > F7ao> 7 kL

*k/2T-x%:36:02. 769733  [*x] [1:1000001:1] ICMP Testing Rule [**] [Priority: 0]
{ICMP} 192.168.33.13 -> 192.168.33.8

Ctrl + C T Snort #3877 L £,

ARV ME2=TICAZHPERLNTWEHIHER L ET,
[Windows] + R, eventvwr
HARL Ea— > BEARD K

11




T avvyRTav SN AR A =T FOMEWTWE T v RUEBELET,

{EZ£11. {RA8~ > > WindowsServer ~DJL— REFBAE A > iR— k
_ 1. A8~ > > Mutillidaell AYE8h L T WA WSEIEES L 3 (R4 VRE),

ey

_ 2. {RA8~ > WindowsServer Dsza T, UTFARESNTWA I EEHRLET,
"RE > AV TS
Axy bNI—0 78 T8—%FH1t
BYYT: A —FTHETH—
2&Hi: VirtualBox Host-Only Ethernet Adapter

3. BYZA Y LTWARWEAIRRIE< > > WindowsServer (Z Administrator TH 7' >
LEY,
4. 77 7Y TUTOURL ZFZ. localCApem X7 v O — R 74 LKICX T A—

FLET,
http://192.168. 33. 10/

5. 72 7% HLED [Google Chrome MFE] Mo, UTH#MEET,
BE S FSANS—EXYTFo > XY TF 4 > EHEOEE > EHEINT
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